BUS 3500 Management Information Systems

Exam 3 Review Exercise 1
Systems Development

1) Which of the following IS professionals is usually involved in the Development phase of the SDLC (Choose all that apply)

a) Project manager

b) System analyst

c) Network engineer

d) Programmer

e) Web designer

2) Which of the following is true about SDLC? 

a) It’s a very flexible methodology
b) Multiple teams could work simultaneously on different phases

c) It could be the best methodology for situations where the needs and requirements are likely to change during the development process

d) None of the above

3) Technical feasibility analysis attempts to determine whether the kind of technologies 
     required to develop the system exist.                                                                                     T          F

4) Software programs like Microsoft Project could be used during the Planning phase of the 

    SDLC methodology.                                                                                                                T          F

5) Pseudocodes are among the tools used during the Development phase of the SDLC 

     methodology                                                                                                                            T         F

6) DFD are used during the Development phase of the SDLC methodology                              T         F

7) Interviews and observing users at work are among the techniques used during the
    Planning phase of the SDLC methodology                                                                               T         F

8) Code generators are among the tools used during the Development phase of the SDLC 

       methodology                                                                                                                          T         F
9) In this type of system testing, the system is run in a simulated environment with simulated data:    

A) Stub testing

B) Verification testing

C) Unit testing

D) Validation testing

10) In this type of system implementation, a company installs a new system at only one location or in one department:      

A) Direct cutover

B) Pilot testing 

C) Staged conversion

D) Parallel conversion

Information Security
Zamunda Inc.’s computer and network security
During the last few months, Zamunda Inc. has been the target of a series of computer and network security attacks. As a result, the IT personnel at Zamunda Inc. have been busy working on the computers in order to assess and fix the damage caused by the attacks with the goal of restoring network services. The IT personnel have reported the following incidents.

Almost all of the company’s computers have been infected by a malicious peace of software called Mytob. According to their report, Mytob was able to harvest IP addresses of the LAN nodes by reading the infected computer’s ARP table content. It is also able to gather email addresses from the Windows address book. The malware primarily spread through mass-mailing using its own SMTP email engine. Mytob has the potential of deleting files on the infected computers and seriously slowing down communication on the network by consuming the victims’ processing capacities.

Another malicious peace of software mentioned in the report is called Redlof. It was found on computers running Windows operating systems. Once introduced in a computer system, Redlof attaches itself to the kermel32.dll system file. Then, proceeds by searching the entire system for files with the following extensions: .html, .htm, .asp, .php, .jsp, and .vbs. It then attaches itself to those files. Redlof has the potential of slowing down the processing speed of the infected targets. It can also make the infected computers reboot over an over again.

A third malware called SpySheriff disguises itself as an anti-spyware program, in order to trick computer users to buy the program, by repeatedly informing them of false threats to their system. SpySheriff often goes unnoticed by real anti-spyware programs like Norton Antivirus. Once downloaded and installed, SpySheriff can stop the infected computer from connecting to the Internet, and will display an error message reading "The system has been stopped to protect you from Spyware." It blocks several websites, including the ones that have downloadable anti-spyware software. It can also delete some system files.
Questions
1) Based on the information provided in the case, what type of malware is Mytob? Explain.

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

2) Based on the information provided in the case, what type of malware is Redlof? Explain.

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

3) Based on the information provided in the case, what type of malware is SpySheriff? Explain.

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

4) Recent attacks against other companies in the country have convinced the company management that they need to implement a defense system to protect their network against Denial-of-Service attacks. What king of defense system does the company need to install? Explain how the defense system would work to protect the company network?

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________
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